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Privacy notice

The Ministry of Education and Higher Education (MoEHE)
is fully committed to upholding the privacy and security
of personal data across the educational sector. As part
of our ongoing efforts to ensure compliance with both
national and international standards, MoEHE adheres
strictly to Qatar’s Personal Data Privacy Protection
Law (PDPPL), which governs the collection, use, and
protection of personal information within the State of
Qatar.

Compliance with Qatar’s Personal Data Privacy
Protection Law 13 Of Year 2016 (PDPPL)

MoEHE recognizes the critical importance of
safeguarding the personal data of all individuals,
including students, parents, staff, and stakeholders. Our
Information Security Policy is designed to ensure that we
remain fully compliant with the key requirements of
Qatar’s PDPPL:

1. Lawful collection and use of personal data

MoEHE ensures that personal data is collected only for
lawful and legitimate purposes, in accordance with the
provisions of the PDPPL. The Ministry is committed to
transparency in the way personal information is handled
and processed.

2. Protection of personal data

We have established robust security measures to
protect the confidentiality, integrity, and availability of
personal data. MoEHE ensures that appropriate
technical and organizational measures are in place to
safeguard against unauthorized access, alteration,
disclosure, or destruction of personal information.

3. Rights of individuals

MoEHE respects the rights of individuals as outlined in
the PDPPL, including the right to access, correct, or
delete their personal information without impacting
general and national interests. We are committed to
ensuring that individuals have control over their personal
data and can exercise these rights effectively and easily.

4. Data retention and minimization

MoEHE ensures that personal data is retained only for as
long as necessary for the purposes for which it was
collected. The Ministry also adheres to the principle of
data minimization, collecting only the information that is
strictly required for its educational and administrative
purposes.
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5. Third-party data transfers

Where personal data is shared with third-party service
providers or partners, MoEHE ensures that such
transfers are conducted in compliance with the PDPPL,
and that appropriate safeguards are in place to protect
the data.

6. Alignment with NDPO guidance.

MoEHE ensures compliance with the official guidelines
set by the National Data Protection Office (NDPO). This
involves conducting data protection assessments and
promptly reporting any significant data breaches or
incidents according to applicable legal obligations.
Additionally, support NDPO during investigations and
audits, ensuring timely corrective actions to improve the
privacy and security of personal data within its
responsibility.

7. Regular audits and reviews

In line with our commitment to continual improvement,
MoEHE regularly audits and reviews its data protection
practices to ensure ongoing compliance with the PDPPL
and other relevant regulations. Necessary updates are
implemented promptly to align with legal and regulatory
changes.

Our commitment to privacy

MoEHE is fully committed to protecting the privacy of
individuals and ensuring that all personal data is
handled in a secure and responsible manner. We
understand the importance of trust in the governmental
educational sector, and our adherence to the Qatar
Personal Data Privacy Protection Law (PDPPL) is a
testament to our dedication to maintaining the highest
standards of privacy and data security.

For more information on our Information Security Policy
and how we comply with the PDPPL, please contact the
MoEHE Information Security team.
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MoEHE Information Security Policy

In line with our commitment to safeguarding the integrity of
Qatar’s education sector, the Ministry of Education and
Higher Education (MoEHE) has established a comprehensive
Information Security Policy. This policy ensures the
protection and security of the Ministry's information assets,
maintaining compliance with the internationally
recognized/IEC ISO 27001 standard.

As part of our proactive approach to information security,
MoEHE continuously strives to protect the confidentiality,
integrity, and availability of data across all education
institutions and stakeholders. This policy serves as a
foundation for our Information Security Management System
(ISMS), designed to address evolving security challenges in
today’s digital landscape.

Objectives of MoEHE Information Security
The key objectives of our Information Security policy are:

1. Establishing and maintaining a compliant ISMS
MoEHE is dedicated to developing and maintaining an
Information Security Management System (ISMS) that
adheres to all applicable laws, regulations, and international
standards. This ensures a robust framework that supports
our operational and security goals.

2. Ensuring the confidentiality, integrity, and availability
of information

We are committed to securing all information assets through
consistent and resilient information security infrastructures.
This includes the protection of sensitive data from
unauthorized access, preventing corruption or loss of data,
and ensuring that critical information is accessible when
needed.

3. Riskdetection and mitigation

A key pillar of our ISMS is the continuous identification,
assessment, and mitigation of risks associated with the
information security domain. Through a structured risk
management methodology, we aim to reduce vulnerabilities
and minimize the impact of potential security incidents.

4. Building a culture of security awareness

MoEHE places great emphasis on raising awareness and
enhancing the skills of all staff in the field of information
security. Regular training sessions and awareness programs
ensure that all employees are well-versed in security best
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practices and can actively contribute to safeguarding our
information systems.

5. Business continuity assurance

We recognize the critical importance of business continuity.
As such, our policy ensures the implementation and regular
assessment of a comprehensive Business Continuity Plan
(BCP), which provides assurance that MOEHE can continue to
operate effectively in the face of catastrophic events and
minimize any security and operational disruptions.

6. Commitment to continual improvement

MoEHE is committed to the continual improvement of its
Information Security Management System (ISMS) to address
the evolving nature of information security. This commitment
includes the strategic integration of emerging technologies
such as Artificial Intelligence (Al), digital platforms, and
innovative educational services across the educational
ecosystem. MoEHE ensures that security-by-design
principles are embedded throughout all technology-driven
initiatives, enabling secure innovation, digital transformation,
and operational resilience.

Our commitment

Through this policy, MoEHE reaffirms its commitment to
safeguarding the government educational infrastructure of
state of Qatar. We are dedicated to maintaining the highest
standards of information security for the benefit of the public,
students, staff, and stakeholders, ensuring that Qatar’s
education system remains a secure and trusted environment
for learning and development.

For more information on MoEHE’s Information Security Policy
and how we protect your data, please contact our
Information Security team.
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Statement of Information technology quality policy -
MOEHE

The Ministry of Education and Higher Education
(MOEHE) is committed to delivering secure, reliable,
and innovative digital services that support the
Ministry’s vision for excellence in education and
sustainable digital transformation.

Our Information Technology Quality Policy for
Information Systems Management is guided by the
international standard 1ISO 9001:2015, ensuring that all
processes, systems, and services are managed with
transparency, accountability, and a focus on continuous
improvement.

Our objectives

1)Deliver integrated digital solutions that are user-
friendly, accessible, and aligned with the needs of
students, teachers, staff, and all stakeholders.

2)Enhance user experience by providing efficient
support, specialized training, and continuous feedback
mechanisms.

3)Implement an integrated governance and risk
management framework that clearly defines roles
and responsibilities and ensures the compliance with
national and international policies and standards

4)Ensure data protection and privacy through
proactive  cybersecurity measures and  strict
compliance with national regulations.

5)Promote digital transformation and innovation,
adopting modern technologies such as artificial
intelligence and advanced analytics.

6)Invest in the development of employee skills and
competencies, fostering a culture of collaboration and
creativity.

7)Strengthen partnerships and system integration
across government entities and educational
institutions.

Our commitments

1)Align with national and international standards,
particularly 1ISO 9001:2015, to ensure world-class
service delivery.

2)Apply strong governance and risk management
frameworks, with clear roles and responsibilities.

3)Continuously  monitor  performance through
measurable quality indicators, periodic reviews, and
stakeholder feedback.

palailly palailly dus 55139 - Slaglal Lo glgiSil Sagantl el las
Juatl

EEPLTOY Ll Aedy wlods gy JL:.“ alaidly eulaidls 4 U1 851 39 pAks
plaad) 08,1 Jomilly eelatdl § satll s 815601 45y 0o s 8ySikag

Slaglall olai 5yls) § Ladks &I Sloglall Lz s19iSat 59! Aaulino )
Lalaidly clelaall apaz o (rasing Law <9001:2015 9341 Lol slall ) i
)—QJ-A«-U w__«.«_zﬂ\ u&ﬂfﬂ‘ F 4@35—4-«.63 @La.;l«.\ )‘.\3 QLAJ-‘.ZJ‘j

Lid)an

2o Aablyioy Jgumsll Aley plusiadl Al alolis Aed) Jol> @uas (1
Asliall Glrol arazg cnals sy caelally Al ol Las|

Slly « pasasio sy (Jlad e a3 I (o pldeiud | 4y 503aT (2
e

33 Sledsgadly 5loa¥) sy JalSia ylolina 5ylsls AaSsa sl Gudas (3
Adgally aalagdl ulakly olasbeadd JUne¥) g

Glrdl ol plas D e Aegailly clld! Gl olas (4
A sl &alasW o ylall Jliedly A3l LY

KA Je dusd) clgadl slacly HE¥ly @30 Jemidl 5usad (5
Aeazall e d=ally slday]

Oolarll A31a3 jujaiy il LaSy 5yl0¥1 albga iyl gl 3 sLetiudl (6
gl

Apaglatdl sl lly e sl izl e Aelas¥l JalSSg IST,801 dsas (7

Libe 501

02085 0 Lesad (9001:2015 9351 Hualsn g cAdgailly Babogll ulall e 381sall (1
e Gyruey Sleas

Aesnly Sl ganny 5l9al po Agd slolina Bylals 2aSg ylof udas (2

Slazlyeg poliall AblE B39 Sl ydge IS (1o pelus Ko olo¥I a1 4 (3

Azl u—sL‘R;gai Y 2\._’)33

Reference: IT Quality Policy (IT-ITQ-PO1)




o—Mlall @ lsillg @ ylallg &yl 3 E
Ministry of Education and Higher Education

Stata oF Qatar « i &Lgs

4)Provide the necessary resources — human,
technical, and financial — to implement and sustain the
quality management system.

5)Empower our teams to actively contribute to
continuous improvement and innovation in digital
services.

Future vision

MOEHE affirms its unwavering commitment to quality,
transparency, and innovation in all aspects of
Information Systems Management. By adhering to this
policy, we aim to build a digital ecosystem that not only
supports today’s educational needs but also enables a
resilient, innovative and future-ready education system
for generations to come.
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